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Abstract—Deepfakes pose a growing threat to digital
security and trust, demanding robust methods to detect
Al-generated manipulations. Traditional approaches like
XceptionNet and Error Level Analysis (ELA), while
foundational, struggle with  evolving  generative
architectures like diffusion models and fail to balance
accuracy with interpretability. Static forensic methods also
lack adaptability to dynamic adversarial attacks.

This study introduces Deep-Trust, a hybrid framework
integrating Convolutional Neural Networks (CNNs), Error
Level Analysis (ELA), and Generative Adversarial
Networks (GANs)to expose and localize deepfake
artifacts. We analyzed 5,000+ images from benchmark
datasets (Face Forensics++, Celeb-DF) and identified 12
critical forensic features, including compression anomalies,
texture inconsistencies, and spectral distortions. A two-
stage preprocessing pipeline was designed: first, ELA
amplifies  pixel-level ~ compression  artifacts by
recompressing images at varying JPEG quality levels, and
second, a GAN-based adversarial training module
generates synthetic deepfakes to harden the detector
against unseen manipulations.

Unlike conventional models, the CNN-ELA-GAN
framework dynamically optimizes feature weights and
hyperparameters through adversarial training, enhancing
both detection accuracy and computational efficiency. The
dual-branch CNN processes ELA maps and raw images in
parallel, fusing low-level forensic cues with high-level
semantic features. Gradient-weighted Class Activation
Mapping (Grad-CAM) further localizes tampered regions
(e.g., distorted eyes or synthetic hair textures) with human-
interpretable heatmaps. Evaluated on 10,000+ samples,
Deep-Trust  achieved 98.7%  accuracy and 28  FPS
inference speed on NVIDIA A100 GPUs, outperforming
XceptionNet (94.2% accuracy) and ELA-only baselines
(82.1% accuracy). The optimized 12-feature configuration
reduced training time by 33% (from 120s to 80s per epoch)
while maintaining robustness against adversarial attacks.
This work demonstrates the synergy of forensic analysis,
deep learning, and adversarial training for combatting
deepfakes, offering a scalable solution for real-time social
media moderation, digital forensics, and secure
authentication systems.
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I.  INTRODUCTION

In the rapidly evolving digital landscape, the proliferation of
manipulated images and deepfakes poses a significant
challenge to the authenticity of visual content, necessitating
advanced detection systems for safeguarding trust across
various domains. Conventional detection methods struggle to
address the intricate and nonlinear patterns embedded in
altered images, while traditional feature extraction approaches,
such as manual thresholding, often fail to adaptively pinpoint
the most relevant characteristics of tampering. This project
introduces a novel solution by integrating Convolutional
Neural Networks (CNN), Error Level Analysis (ELA), and
Generative Adversarial Networks (GAN) to tackle these
issues, offering a dynamic and robust framework for
identifying deepfakes with enhanced precision and reliability

I1.PROPOSED ALGORITHM
A. Algorithm DeepfakeDetect-Preprocess()

Load Image Data()

o LOAD dataset from 'DeepfakeDataset.csv’.

o STORE dataset as a list in variable image_data.
Apply Preprocessing()

o RESIZE images to a fixed resolution.

o NORMALIZE pixel values to [0,1] range.

o APPLY data augmentation to enhance dataset
diversity.

Execute ELA()

o CALL Error Level Analysis with image_data.
o DETECT compression artifacts.

o HIGHLIGHT  tampered regions  using
brightness scaling.

o STORE  processed images with ELA
annotations in list ela_output.

Fig. 1: Algorithm Deepfake Detect-Preprocess
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B. Algorithm FeatureExtract-Classify() P(Deepfake | Features)
Extract Features() _ P(Features | Deepfake) - P(Deepfake)
. CALL CNN Feature Extraction with ela_output. - P(Features)
. USE a pre-trained CNN (e.g., ResNet50) to
extract feature maps from ELA-processed images.
. STORE extracted features in list feature_set. This probabilistic approach, refined by GAN’s discriminator,
Train GAN() ensures robustness against diverse manipulations.
o TRAIN a GAN to generate synthetic deepfake Finally, the Compute Final Result algorithm evaluates the
images. system’s performance, achieving an accuracy of 98.5%,
. USE the GAN discriminator to validate feature precision of 96.2%, and recall of 89.4% on a test set of 10,000
authenticity and refine detection. images. The integration of CNN for deep learning, ELA for
. STORE synthetic samples in list gan_data. tamper localization, and GAN fo_r synthetic data genera;ion
Step-3: Classify Image() creates a scalable, accurate solution for deepfake detection,
. CONSTRUCT CNN model with convolutional with highlighted tampered regions providing visual validation.
and dense layers. _ )
. TRAIN CNN with combined feature_set and D. Basic Implementation . _
gan_data. This flowchart_outllnes the deepfake_ dete_ctlon process using
e OUTPUT binary classification ("Real” vs. hgterogeneous image sources. It begins \_N_lth feature selection
"Deepfake") with confidence scores. via ELA, followed by CNN-based classification enhanced by

GAN-generated data. The system evaluates performance with
metrics (accuracy, precision, recall), refining the model
iteratively.

Fig. 2: Algorithm FeatureExtract-Classify

C. Algorithm Compute_Final_Result()

AnalyzeResults() e Multiple Sourges: Real a_nd syn_thetic images. _
. CALL PerformanceEvaluation with CNN output. * Feature Selectlon_: E LA |dent|f-|es tampered_ regions.
. COMPUTE metrics: accuracy, precision, recall e CNN-GAN Cla55|f|.cat|on:Tra|ns and classifies.
using feature_set and gan_data. e Performance Metrics: Assesses accuracy.
GenerateOutput()

. TRAIN final CNN model with optimized |

parameters. nput Image

. STORE results (confidence scores and tampered ‘

region highlights) in list final_output.

° PRINT "Deepfake Detection Completed” with Preprocessing (Resize, Normalize, ELA)
final_output.

ReturnResults() ’

° RETURN final_output for user visualization.

Fig. 3: Algorithm Compute Final Result Feature Extraction (ELA + CNN)

The Deepfake Detect-Preprocess algorithm initiates the .'

system by loading and preprocessing image data, with ELA GAN Artifact Analysis
playing a pivotal role in identifying tampered regions. The

probability of a region being manipulated is assessed through .,

ELA’s artifact detection, where inconsistencies exceeding a

threshold (e.g., brightness difference > 0.1) are flagged. This Classification (Real/Fake)
step enhances the dataset’s quality for subsequent analysis.

The Feature Extract-Classify algorithm leverages CNN to ‘V
extract complex patterns from ELA-annotated images, while Output Result
GAN generates synthetic deepfakes to bolster adversarial

training. The CNN model, optimized with techniques like
batch normalization, processes these features to classify
images, achieving a confidence score calculated as:

Fig.4: Steps Involved in the Detection System

This block diagram depicts an autonomous detection agent
that processes diverse image sources, intelligently selects
features with ELA, trains separate CNN models per source,
and consolidates results with GAN-enhanced data for
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improved accuracy. The agent self-evaluates using
performance metrics, adapting over time for enhanced
deepfake detection.

111 EXPERIMENT AND RESULT

This study evaluates the efficacy of the CNN-ELA-GAN
framework for deepfake image identification, focusing on
feature optimization and classification performance. The
system was tested on a dataset of 10,000 images, including
5,000 real images and 5,000 GAN-generated deepfakes, split
into 80% training and 20% testing sets. Two feature sets were
explored: one with basic ELA-extracted artifacts (6 features)
and another with enriched CNN-extracted features (12
features). The CNN-ELA-GAN model achieved an impressive
accuracy of 98.5%, precision of 97.8%, and recall of 98.2%
across both sets, demonstrating robustness. Notably, the 6-
feature model completed training in 55.32 seconds, while the
12-feature model required 78.46 seconds, indicating a trade-off
between feature complexity and computational efficiency. The
training process utilized 2 GAN iterations over 50 epochs,
optimizing CNN hyperparameters (e.g., learning rate, filter
size) with adversarial feedback. These results underscore the
system’s potential for real-time deepfake detection, balancing
accuracy and speed.

Table -1 Experiment Results

Algorithm 6 Features | 12 Features T_raining
(Accuracy) | (Accuracy) | Time(s)
CNN 92.3% 95.7% 78.46
CNN-ELA- | 98.5% 98.5% 55.32  vs.
GAN 78.46

Table 1 compares the performance of the baseline CNN model
and the proposed CNN-ELA-GAN model in terms of accuracy
and training time, evaluated across two distinct feature sets
derived from the deepfake dataset. This comparison highlights
the advantages of integrating ELA for tamper localization and

GAN for adversarial training, demonstrating improved
accuracy and reduced computational overhead.
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IV.CONCLUSION

The Deepfake Image Identification System using CNN-ELA-
GAN represents a groundbreaking approach to tackling the
rising challenge of manipulated visual content in the digital
era. By integrating Convolutional Neural Networks (CNN) for
feature extraction, Error Level Analysis (ELA) for tamper
localization, and Generative Adversarial Networks (GAN) for
adversarial training, the system achieves an impressive
accuracy of 98.5%, as demonstrated on a dataset of 10,000
images. The confusion matrix (Fig. 8) highlights 393 correctly
identified "Real" images and 380 "Deepfake" detections, with
a reduced training time of 55.32 seconds compared to 78.46
seconds for a standalone CNN (Table 1). The loss graph (Fig.
8) further confirms model stability, with test loss stabilizing
around 0.15-0.25 by epoch 30, underscoring its robustness and
efficiency for real-time applications. This synergy enhances
detection precision and provides visual validation of tampered
regions, offering significant potential for digital forensics and
media authentication.

Looking ahead, the system’s adaptability across 6- and 12-
feature sets positions it as a scalable solution for evolving
deepfake threats. Future efforts could focus on optimizing
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GAN iterations to further decrease computational demands,
expanding the dataset to encompass a wider range of
manipulation techniques, and exploring real-time deployment
to enhance practical usability. These advancements could
solidify the framework’s role in safeguarding online trust and
combating misinformation, paving the way for broader
adoption in security and content moderation domains.
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